PRIVACY POLICY

1. OVERVIEW

1.1 POLICY SUMMARY

Pratham UK takes your privacy very seriously. This privacy policy has been prepared in
line with the EU's General Data Protection Regulation (GDPR) to protect your privacy. The
GDPR promotes fairness and transparency for all individuals in respect of their personal
data. This privacy policy applies to all data we process when you visit our website, make
an online or offline donation or register for an event. By using the Pratham UK website,

you consent to our collection of data and use of such data.

If you have any questions, would like to get in touch about anything in this policy or

about your personal data, then please contact us at:

Vinati Sukhdev

Data Protection Officer, Pratham UK
Suite 21, 58-60 Kensington Church Street
London W8 4DB

Telephone: +44 (0)207 368 3396

Email: DPO@pratham.org.uk

1.2 WHO WE ARE

Pratham is India’s largest education NGO, seeking to improve the quality of education
and learning levels across India. Pratham UK is a registered UK charity (humber 1099386)
and operates as Pratham's fundraising and awareness raising arm in the UK. Pratham

also has offices in India, the USA and Sweden.

2. YOUR PERSONAL DATA
2.1 INFORMATION WE COLLECT AND HOW WE USE THAT INFORMATION

Our online and offline registration and donation forms require users to give us contact

information that may include name, email address, address, phone number, interests
and similar information. We will not sell, trade, rent or othenwise reveal this information
to a third party or send you mailings on behalf of other organisations. Personally
identifiable information is stored in our password-protected database and is not publicly
accessible. We do not request or store sensitive information such as credit card

numbers.
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2.2 HOW WE USE IT AND WHY

When you provide your information to us, we will only use the information for the
purposes for which it is provided, for any compatible purposes and to fulfil our legal and
regulatory obligations unless you have agreed for your data to be used for other

purposes.

Uses for your information include:

e To spread awareness of upcoming events related to Pratham UK and our work on
the ground in India.

e To invite people to visit our website and to donate to our cause.

e Providing any information or services you have requested.

e Keeping a record of any communications or interactions with us to create a
profile of what may interest you so that we can offer you relevant
communications.

e Processing financial transactions such as donations or registration payments. This
includes processing Gift Aid with HMRC if applicable.

e Responding to complaints or queries.

e Applying for employment

2.3 HOW DO WE KEEP YOUR DATA SECURE

All information provided to Pratham UK is transmitted using SSL (Secure Socket Layer)
encryption. SSL is a proven coding system that lets your browser automatically encrypt,
or scramble data before you send it to us. We also protect account information by
placing it on a secure platform that is only accessible by certain qualified employees of
Pratham UK. However, no data transmission over the internet is 100% secure. While we
strive to protect your information by following internal policies of best practice and staff
training, we cannot ensure or warrant the security of such information. In the unlikely
event of a criminal breach of our security, we will inform the relevant regulatory body
within 72 hours and, if your personal data were involved in the breach, we shall also

inform you.

2.4 USE OF "COOKIES"

Our Site may use cookies to enhance your experience while using our Site. Cookies are
pieces of information that some websites transfer to the computer that is browsing that
website and are used for record-keeping purposes. Use of cookies makes web-surfing

easier by performing certain functions such as saving your passwords and your personal



preferences regarding your use of the particular website to make sure you don't seem

the same ad repeatedly. Many consider the use of cookies to be an industry standard.

Your browser is probably set to accept cookies. However, if you would prefer not to
receive cookies, you can alter the configuration in your browser to refuse cookies. If you
choose to have your browser refuse cookies, it is possible that some areas of our Site

will not function properly when you view them.

25 INTERNET PROTOCOL ADDRESS

We collect an IP address from all visitors to our Site. An IP address is a number that is
automatically assigned to your computer when you use the internet, We use IP
addresses to help diagnose problems with our server, administer our Site, analyse
trends, track users' movements, gather broad demographic information for aggrege use
in order to improve our Site and deliver customised, personalised content. IP addresses

are not linked to personally identifiable information.

2.6 HOW LONG DO WE STORE YOUR INFORMATION
We will only retain the data you provide us either online or offline for as long as required
by applicable laws or as is necessary for the purpose for which it was collected, in

accordance with this privacy policy and any consents provided.

2.7 WHO DO WE SHARE YOUR INFORMATION WITH
There are certain situations in which we may share access to your personal data without
your explicit consent; for example, if required by law, to protect the life of an individual,

or to comply with any valid legal process, government request, rule or regulation.

We may also share your information with other third parties who process data on our
behalf, but only where we place obligations on them in relation to the security of the
data and require them to use the data only as we instruct. This includes service
providers who handle support as necessary for the technical or administrative provision

of services.

2.8 OTHER WEBSITES

Our Site contains links to other websites. Please note that when you click on one of
these links, you are entering another website for which Pratham UK has no responsibility.
WWe encourage you to read the privacy statements on all such sites as their policies may

be different to ours.



2.9 SHARING DATA OUTSIDE THE EU

In some cases, Pratham UK may transfer your personal data to third-party service
providers who are located outside of the European Economic Area (EEA). We will take all
measures to ensure that proper safeguards are in place to match EU Data Protection
standards. Parties include the following, both of which are compliant with the EU-US

Privacy Shield framework:

- Salesforce
- MailChimp

3. YOUR RIGHTS AND ACCESSING YOUR DATA
31 ACCESSING YOUR DTA

You have the right to access the personal information we hold. To make a request,

please contact us at: DPO@pratham.org.uk

3.2 CORRECTING, DELETING OR RESTRICTING DATA
You hold the following rights, if you would like to implement any of these rights, please

contact us at: DPO@pratham.org.uk

e You have the right to request us to correct, erase, or supplement any information you
have provided to us in the past.

e You have the right to request that Pratham UK refrains from processing your data if
you feel it is inaccurate, processing it is unlawful, or you believe Pratham UK does not
need to hold the data anymore.

e You have the right to refuse to provide personal data to Pratham UK. If you exercise
this right, you must acknowledge that it will no longer be possible to provide you
with certain services.

e In cases where the collection of personal data is based on previously received
consent, you have the right to withdraw this consent at any time and without reason.
Please be aware that certain communications materials or activities may already be
deployed by the time withdrawal occurs.

e |f you have registered to receive communications from us and later change your
mind, you may contact us to have your name and contact information removed from

our distribution lists.

3.3 CHANGES TO OUR PRIVACY POLICY
We may change this privacy policy from time to time. If we do so, we will post the
changes on this page, and they will apply from the time we post them. This policy was

last changed on 10/06/2019.
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